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Information Processing
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 Information processing refers to the
acquisition, recording, organization,
retrieval, display, and dissemination of
information.

 In recent years, the term has often been
applied to computer-based operations
specifically.



Information Processing
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 The sequence of events in processing 
information include;

Input 
Processing
Storage 
Output

 The input stage can be further broken 
down into acquisition, data entry and 
validation.

 The output stage can also be further 
divided into interactive queries and routine 
reports.

COMMUNICATION

INPUT OUTPUT

STORAGE

PROCESSING



WHY DO WE 
PROCESS 

INFORMATION
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 Information processing helps performers
identify relevant cues via selective attention,
therefore increasing movement reactions which
will lead ultimately to a successful outcome.

 Successful outcomes are increased if strategies
to help enhance our ability to store more
information in long-term memory are
practised.

We can therefore conclude that the main
reason for processing Information is
COMMUNICATION for better decision
making
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Information Processing for Communication

Communication is done in different ways through various media. 

 It may include the following;

 face-to-face conversations, 

 telephone calls, 

 text messages, 

email, 

 the Internet (including social media such as Facebook and 

Twitter), radio and TV, written letters, brochures and reports.



INFORMATION PROCESSING IN A TECHNOLOGICAL ERA

Emerging technology is a term that normally refers to new
technology, but it can also refer to the ongoing evolution of existing
technology;

 It can have slightly different meanings when used in other fields
such as media, business, science, or education.

The word usually refers to technologies that are now being
developed or that are projected to be available within the next five
to ten years,

These technologies are usually reserved for technologies that are
having, or are expected to have, substantial societal or economic
implications. 7



INFORMATION PROCESSING IN A TECHNOLOGICAL ERA

Emerging digital technologies have created new opportunities while
also posing new legal issues.

The emergence of new digital communication technologies and
media has given birth to novel difficulties concerning the digital
reproduction and distribution of copyrighted works.

The federal government, relevant sectors, and public interest groups
have taken (and continue to take) action to establish adequate
safeguards and provide legal clarity.

Some of the notable ones include the following;
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 5 G NETWORK

The efficiency of information processing and transmission has been
improving tremendously as a result of the rapid advancement of 5G
communication and computer technology.

The Internet of Things (IoT) is widely employed in telemedicine,
distance education, intelligent transportation, intelligent
manufacturing, intelligent agriculture, and other fields.

 IoT combines artificial intelligence, cloud computing, radio-
frequency identification (RFID), traditional sensor technologies, and
wireless network technology.
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Evolution of Cellular Technology:

1. First Generation 
(800 to 900 MHz)

1. Second Generation 
(1.8GHz)

2. Third Generation 
(1.6 to 2.0GHz)

1. Fourth Generation 
(2GHz to 8GHz)

2. Fifth Generation 
(24.25 GHz to 52.6 GHz)



RADIO FREQUENCY: 5G Vs OTHER RADIATORS

The radio wave 

band - used for 

mobile phone 

networks - is 

non-ionising, 

"which means it 

lacks sufficient 

energy to break 

apart DNA and 

cause cellular 
damage,"



CONSPIRACY THEORIES ON 5G

Misinformation and sharing of conspiracy theories on social media
platforms without verification

 For example, COVID-19 symptoms are linked to radiation emitted by 5G 
towers

 Burning of 5G towers in some countries.

 If the general public can believe anything on social media, the
implication:

Difficult to adhere to ethical ICT guidelines and policies
Difficult for policymakers to implement measures that could curb cyber 

crimes. 

Research on 5G and its importance in the current cellular world
(improved data rates to support many applications)



 THE INTERNET OF THINGS (IoT) 

The Internet of Things (IoT) generates a vast volume of data, which
must be processed and evaluated before it can be used.

Mobile edge computing (MEC) relocates computer services closer to
the end user or data source, such as an IoT mobile device.

This allows IoT data to be collected and analyzed at the device's
location.

This is faster than sending the data back to a data centre or cloud to
uncover trends that trigger faster actions, such as anomaly detection
for predictive maintenance.
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The ability of IoT devices to use computational power to
rapidly evaluate data in real time is becoming increasingly
valuable.

IoT is useful in almost every industry, from manufacturing and
shipping to retail and resource management.

IoT is useful in almost every industry, from manufacturing and
shipping to retail and system performance.
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The Internet of Things collects data from a network of linked
"things" such as drones, delivery vans, medical gadgets,
security cameras, and industrial machinery.

While IoT devices and sensors capture a wealth of useful
information, they also generate vast amounts of high-speed data
that are challenging to manage, analyze, store, and secure.

 IoT data is also perishable in nature, and organizations can miss out
on the opportunity to act on time-sensitive discoveries with high
potential value if they do not have the necessary algorithms and
processes in place.
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 BIG DATA ANALYTICS 

Big Data analytics is a process used to extract meaningful insights,
such as hidden patterns, unknown correlations, market trends, and
customer preferences.

Big Data analytics provides various advantages, it can be used for
better decision-making, and preventing fraudulent activities, among
other things.

16



 BIG DATA ANALYTICS 
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The four V's of Big Data Analytics.

 To appreciate Big Data, you must first become conversant with its four V's.



Real-life examples of Information Processing in this ERA
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Intelligent Robotic Perception Systems



Real-life examples of Information Processing in this ERA
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Smartphone-Based Retinal Camera 
Outperforms Tabletop System In Detecting 

Diabetic Retinopathy
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A typical real-
time big data 

analytics solution

Source: ScienceSoft (2022)
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Big Data Application

Very soon



IMPACT OF EMERGING TECHNOLOGIES ON THE ENTERPRISE 

Enterprises are forced to implement mechanisms for fast adoption
of Emerging technologies as they prove disruptive to profits if not
well managed.

 In adoption of technologies, Cybersecurity becomes paramount has
these Technologies present new canvas of attack from Users to
devices.

Regulation becomes critical has the Enterprise needs protection with
the Technology it is investing in. This goes beyond bordered Supply
Chains but Equipment manufacturers that need to ensure Globally
accepted standards are adhered for Equipment and Software.
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ETHICAL ISSUES WITH INFORMATION PROCESSING
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 Looking at the stages of information processing, the problem
comes in at the presentation and storage stages.

 A lot of ethical concerns arise to how data is presented
especially that which I published in the cyberspace.

 As a result of the increased opportunities brought about by
the use of new and emerging technologies in information
processing, they open up for human activity, new
information processing technologies frequently cause ethical
questions.



ETHICAL ISSUES WITH INFORMATION PROCESSING
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Computer ethics can be 
characterized as moral 
philosophy pertaining to the 
moral conundrums present in 
computer processing.

 encompassing theories, 
approaches to circumstances 
requiring decision-making, 
and techniques for raising 
ethical awareness.
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Among the most socially significant components of
information processing are these ethical and moral
concerns.

There are two main issues in the area:

Unethical behaviour that results in immoral acts 
like the generation of viruses and software piracy

Lack of knowledge about information technology 
security and crimes related to information 
technology.
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 The Computer Ethics Institute created the Ten
Commandments of Computer Ethics because it believes
that ethics in information processing are crucial (McNamara,
1998).

i. Thou shalt not use a computer to harm other people: 

ii.Thou shalt not interfere with other people's computer work: 

iii.Thou shalt not snoop around in other people's files: 

iv.Thou shalt not use a computer to steal: 

v.Thou shalt not use a computer to bear false witness: 



27

i. Thou shalt not use or copy software for which you have not paid: 

ii.Thou shalt not use other people's computer resources without authorization: 

iii.Thou shalt not appropriate other people's intellectual output: 

iv.Thou shalt think about the social consequences of the program you write:

v.Thou shalt use a computer in ways that show consideration and respect:
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UN-ETHICAL PRACTICES IN CYBERSPACE

Information processing in business especially with the increase in
the use of cyberspace for conducting business raises ethical
difficulties such as;

 Data Theft

 Data breach

 Hate speech

 Hacking

 fraud

 Etc.
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Dynamism of Policies in Adopt Emerging Technologies

 Constant review and enhancement of Policies such as the
Electronic and Data Protection Act and Cyber Security and
Cyber Crimes Act provide mechanisms for the quick adoption of
Emerging Technologies, thereby reducing bureaucracy and inertia
on impact in Industry.

 This approach does contribute to the improvement of Technologies
to ensure they are applied in relevant fields of impact with the right
skills and support systems.

 Government is the main driver of such processes with other
stakeholders such as Academia and Research Institutions providing
the much-needed direction for Technology impact in Service
delivery.
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CYBER SPACE REGULATION: A CASE OF ZAMBIA

(Lisulo, 2020) reported that the Zambia Information and
Communications Technology Authority (ZICTA) in the year 2019
recorded a total of 791 complaints regarding abuse of social
media.

He mentioned in his report that among those cases, the highest
number were those committed using mobile gadgets scams with
a total of 503 cases, and the lowest were those cited as sextortion
which was 14 in number.

 Other offences such as pornography, fake news and
cyberbullying were ranked as second, third and fourth highest
with counts of 70, 55 and 47 cases, respectively.



SECURITY IN INFORMATION PROCESSING
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 Information security is simply the methods, products, and
processes put in place by a technology professional to prevent
unauthorized access to critical information or even insider threats.

 Information Security is a process in which various items and such
as security tools, technology, policies, and procedures all play a
role in effective information security.

However, it should be emphasized that no collection of products
alone can solve every Information Security issue faced by an
organization.
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 It takes more than a set of technology and reliance on

proven industry practices, though both are necessary.

 Firewalls, intrusion detection systems, and

vulnerability scanners are not enough to ensure

effective information security.

There is a need to put up a combination of policies, Security

equipment and Technology to protect information.
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Among many concerns raised in Zambia concerning hate speech,
points particularly to the hate speech conducted on online and
social media platforms.

Evidence from the Zambia Information and Communications
Technology Authority supports the exponential growth in the
number of people engaging in cybercrime and hate speech.
According to data obtained from (ZICTA).

The number of complaints coming as a result of social media and
online platforms has skyrocketed (ZICTA, 2020).
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Below are the statistics showing various cyber offences
reported to the authority.

Cyber Cases Received in 2020

Source: ZICTA (2020)
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Applications used by Perpetrators

Source: ZICTA (2020)
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Complaint Volumes by Category

Source: ZICTA (2021)
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According to the statistics presented above, this issue has grown in
importance over the last decade, and manually detecting or
removing such content from the web is a time-consuming task.

 Detecting hate speech or offensive language is a time-consuming
and resource-intensive process when done manually and without
the use of special tools.

A public or private organisation would not have the bandwidth to
track all brand-related content to detect hate speech.

 In turn, they may need to add more resources to their team to
meet the growing demand for this type of digital content control.
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 It is also worth noting that humans' ability to detect hate speech
content is affected by a variety of factors such as their energy
levels, reading abilities, and personal biases about what constitutes
negative content.

As a result, there is a need to develop an automated model capable
of detecting such toxic content on the internet.

Hence, this has a big effect on information published in the
cyberspace



REGULATION OF THE CYBERSPACE IN ZAMBIA
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The government of the republic of Zambia decided to put in place

measures such as broad surveillance of all of our cyber activities,

and also introduced cyberspace laws meant to regulate the use of

cyberspace.

While the introduction of cyberspace laws by the Government is

considered a solution on part of the implementers, other sections of

society have received them with mixed feelings.



REGULATION OF THE CYBERSPACE IN ZAMBIA

40

According to an electoral expert, the cyber laws being implemented

by the government are a danger to the country’s democracy

(Zambia Reports, 2019).

Furthermore, the Media Institute of Southern Africa (MISA) Zambia

Chapter also cautioned the government against regulating online

media space, saying doing so will result in Zambians’ freedoms

shrinking further (Lusaka times, 2018).



REGULATION OF THE CYBERSPACE IN ZAMBIA
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 In this technological era, rather than relying on employing policies,

software, and hardware such as firewalls to regulate cyberspace.

 There is a need to understand that cyberspace is seen as an

international and virtual place in which various users may be

influenced.

As a result, many regulatory systems and frameworks may be

involved.

Simply depending on the application of the law, as is the situation

in Zambia and other countries may prove futile.



REGULATION OF THE CYBERSPACE IN ZAMBIA
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 Imposing a single policy or regulation on cyberspace is completely

ineffectual in governing this global domain.

As a result, there is a need to consider developing models and

frameworks using technologies like machine learning in monitoring,

administering, and regulating cyberspace.

 frameworks and models can be developed using Deep Learning

which is a technique of artificial intelligence (AI) and machine

learning that models how humans acquire specific types of

information.
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Deep learning is a critical component of data science, which also

covers statistics and predictive modelling.

Deep learning is particularly advantageous to data scientists who

are responsible for gathering, analysing, and interpreting massive

amounts of data.

Deep Learning has emerged as a useful method for analysing big

data, employing complicated algorithms and artificial neural

networks to train computers to learn from experience, classify, and

recognize data/images in the same way as the human brain does.
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Models & Algorithms used for Detection and classifications  

K-Nearest Neighbour (KNN) Algorithm

Logistic regression

A Gradient boosting tree

Support Vector Machine
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