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The Impossible Puzzle of Cybersecurity 

• Cybersecurity just isn’t getting any easier. While protection technologies continue to 

advance at a rapid pace, so do the cybercriminals trying to circumvent them. 

• At the same time, the growing complexity of threats means that staying on top of them 

is an uphill task for stretched IT teams. 



Two out of three organizations fell victim to a 
Cyberattack in 2019

• Of particular concern, most organization were running up-to-date cybersecurity 

protection at the time of the attack. 

• This reveals that, despite good intentions and behaviours, threats are getting 

through. This may be through weaknesses in the Cybersecurity, or because there 

are security holes that haven’t been plugged or gaps in their protection – while 

an organization might have been running up-to-date endpoint protection, this 

doesn’t mean all other devices were secure. 



Why Organizations are still struggling to reduce 
cyber risk. 

• Despite investments in security technologies, it’s now the norm to be hit by a 

cyberattack. 



Reasons Why Organizations are struggling to 
reduce cyber risk. 

• # Attacks come from multiple directions. 

- Organisations who had been victims of a cyberattack in the last year were asked how the 

most significant cyberattack got into their environment. The results revealed that, where 

respondents know how the attack got in, email is the most common attack vector, used in 

33% of attacks. Given the prevalence of phishing, this is no surprise. 

- Together, email and web account for nearly two-thirds of attacks entering organizations. 

- IT managers can’t just focus on email and web, however. 23% of attacks got in via a 

software vulnerability, and 14% via a USB stick or external drive.

- Further more 20% of it managers didn’t know how the most significant attack got it – if 

you don’t know which security door has been left open it’s hard to shut it. 



# Cyberattacks are multi-stage, coordinated, and 
blended. 

• Respondents whose organizations had been victims of a cyberattack revealed that they 

had suffered a wide range of attacks over the last year. 



#Technolgy, talent, and time are in short supply

• IT teams spend 26% of their time managing cybersecurity. This is not simply the 

right ratio given the multiple threat vectors. 

• Given the variety and complexity of threats, it’s not surprising that 86% of 

respondents say they need greater cybersecurity skills in their organisation. 

• However, bringing in the expertise to fill these gaps is a major challenge. Eight in 

10 organizations say they struggle to recruit in the right skills. 

• At the same time, cybersecurity budgets are not sufficient with two in three 

(66%) respondents saying that their budget for people and technology is too low.



The impossible challenge of cybersecurity 

• Technology companies have been developing cybersecurity products for 

decades, ad organizations continue to spend time, effort and money on 

cybersecurity. Yet, despite years of innovation and investment, global surveys 

reveal that cybersecurity remain an uphill challenge and organizations still don’t 

have the resources they need. 



The impossible challenge of cybersecurity  

• Perhaps it’s time for a different approach? 



Different approach?

• Despite heavy and ongoing investment in cybersecurity technology, the job of IT 

teams across the globe isn’t getting any easier. Rather that continuing further 

with the same approach to cybersecurity, it’s time to move to cybersecurity as a 

system. 



Conclusion 

• Standards and regulatory frameworks. 

• Cybersecurity Policy 

• Cybersecurity Risk Management

• Cybersecurity Controls 

• Training and awareness  

• Performance Measurement

• Continual Improvement 



Any Questions? 


